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Infosec Labs
· Dissecting the Login Process
NOTE! There are additional steps documented in this report. Be sure to follow the directions!

Part 1 – Dissecting the Login Process

Section 0 – Introduction
Documentation of activities
It is not required to review the videos, but it is probably a good idea.
The HTTP POST Method – 4:05
PHP SQL Query Process – 5:47

Section 1 – Provisioning the Virtual Environment
Documentation of activities
Nothing to document in this section.


Section 2 – HTTP POST Method
Documentation of activities
Step 10 – Variables in PHP start with a $ symbol. Briefly explain the purpose of each component of the following variables found in the checklogin.php file:
	$myusername
	

	$mypassword
	

	$sql
	

	$result
	

	$count
	


Table 2-Answers to Step 10
Step 18a – Why set the HTTP Proxy to 127.0.0.1? What is the significance of this address? What is 127.0.0.1 used for?
	




Step 18b – Why set the Port to 8080? What is the significance of this port number? Why not use the standard HTTP port?
	




Step 18c – In your own words – How are we using Burp Suite in conjunction with Iceweasel in this lab?
	






Step 21a – Insert screenshots below of the results on the Raw tab AND the results on the Headers tab


Step 21b –  Look at the result for the mypassword entry from the previous step
In the box below TYPE OUT what was recorded/transmitted for mypassword. 
(It is in RED and in between the mypassword= and &Submit= ) 
	




In the box below, describe how what was transmitted is different from what you entered for the password. Explain HOW it was modified. Explain WHY it was modified.
	




Step 22 – What does clicking the Forward button do in Burp Suite?
	






Section 3 – PHP SQL Query Process
Documentation of activities
Step 3a – Briefly describe what each of the following commands do:
	echo “Wrong Username or Password”
	

	<br>
	

	print_r(mysql_error())
	


Table 3-Answers to Step 3a

Explanation of Vulnerability(ies)
Identify one or more vulnerabilities were revealed in the lab.
NOTE: Think about the information that was intercepted and visible in BurpSuite.
	




How could an attacker take advantage of these vulnerabilities?
	




Remediation of Vulnerability(ies)
Explain the steps you would take to remediate this vulnerability (or vulnerabilities). 
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